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SECURITY AWARENESS TRAINING

Regardless of the security software you equip organisation with,
today the greatest threat for IT security is still an uninformed user.

Too often unaware users visit insecure websites, keep their login data
easily accessible, fall into social engineering traps - and that is just the
tip of the iceberg. All this helps hackers gain access to the data that
your organisation values the most.

The best proven way to secure your information and IT infrastructure
from this is having an effective security policy that includes an
effective security awareness training programme. If it is practically
enforced, it ensures that all members of your organisation practices
and preaches IT security.

The goal of this course is to help employees learn to identify IT
security risks, recognise strategies and methods that hackers use and
understand the reasoning behind these attacks. All topics are
explained using real-life examples which are key for employees to
have hands-on experience in recognising different types of attacks.

This training is recommended to all employees, including IT staff,
managers, HR, accounting, DPOs and other departments.

After training all participants are issued certificates, confirming the
completion of training.

Cyber Security Academy

Tel.: +370 6 888 1450
mokymai@cybersecurityacademy.lt
www.cybersecurityacademy.lt

DURATION: 4 hours

LANGUAGE: English

Trainer

Experienced IT security professional

and consultant with extensive
experience in IT systems, networks,
testing, integration and
management.
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SECURITY AWARENESS TRAINING

Training content:

- Why is being security-aware is so important?
- Knowing your enemy

- Physical security

- Password security

- Social engineering

- Phishing

- SMSishing

- Vishing

- Say NO to the bait!

- Network security

- Encryption

- VPN

- Personal data protection

- Security of mobile devices

- Economic loss

- Stereotypes

- Security standards (ISO 27001, GDPR, CyberlLocal)

- Sowhat if | failed?
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